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Internet Service Provider.”™ For both of these reasons, and because such a registry cannot be
effectively monitored for abuse, registered email addresses may actually receive more, rather
than less, spam, including adult content.

If enacted, HB 1418 would have significant consequences for legitimate marketers throughout
the country, including those that conduct business in Indiana. (Illegitimate marketers will, of
course, ignore the law.) Importantly, some of the contact points identified in the bill as eligible
for registration (including email) do not reveal their users’ location. For this reason, a marketer
cannot readily (if at all) identify residents of Indiana. If it markets goods or services covered by
the bill, then, as a practical matter, it would have to scrub each registered contact point from its
list every 30 days, in order to avoid a violation.

To scrub its list, a marketer would have to pay up to three cents per record, with a cap of up to
$72,000 per year.'” These fees would be the most expensive in the country,'" and they may be
prohibitively high for some businesses, especially small businesses.

Although the costs of compliance are substantial, legitimate marketers would probably not risk a
failure to scrub against the registry every 30 days because the costs of an enforcement action are
even greater: in addition to the costs of defending the action, a marketer would be subject to

* As the FTC explained in its Do Not Email Report, as spammers send more messages, they necessarily increase the
number of undeliverable messages coming from their Internet Protocol (IP) addresses. ISPs, however, filter out all
messages from an IP address from which a high number of undeliverable messages are sent. This filtering increases
the probability that all of a spammer’s messages from that IP address will not be delivered, including those
messages that would have been delivered but for the undeliverable messages that were sent with them. By including
in a marketing campaign a large number of known valid email addresses with email addresses of unknown validity,
the spammer increases the odds that the ISP will deliver messages to the addresses of unknown validity. Do Not
Email Report, supra note 2, at 18-19, n.93. There is currently no way for a spammer to know whether a particular
email address is actively used by an actual user. The proposed registry would therefore help spammers to overcome
that hurdle, which is one of the few ways to impede spammers. Id. at 1-12.

' The bill provides that the Consumer Protection Division of the Office of the Attorney General shall adopt rules to
establish fees. The fee may not be greater than: (1) three cents for each contact point checked against the registry;
and (2) $72,000 per year. Sec. 2(b).

"' Utah’s fee is half a cent per record, and Michigan’s is seven tenths of a cent per record. Their respective laws
may permit them to increase the fees.
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civil penalties of $10,000 for the first violation and $25,000 for each subsequent violation, where
a violation is defined not as a marketing campaign, but, rather, as each communication sent fo a
registered contact point or domain name in violation of the law. Moreover, the law provides for
a private right of action for actual damages or $1,000 per violation. A potential marketer’s
liability for not only a failure to scrub but also a mistake in scrubbing is huge, as the law
effectively imposes a strict liability standard: there is no safe harbor from liability for a company
that has taken reasonable measures to comply.'> Even if the state were to take a measured
approach in exercising its prosecutorial discretion, the private plaintiffs’ bar does not necessarily
have the same prudential concerns.

As the FTC has pointed out, the compliance costs, together with the potential for substantial civil
liability, may cause some legitimate marketers to consider ending legitimate email marketing
campaigns altogether. It explained in its letter to Hawaiian legislators that, “the bill would likely
have a greater effect on sellers that rely on email contact points in lieu of a physical presence in
order to conduct business, such as a stand-alone Internet company.” As noted in the FTC staff
report, Possible Anticompetitive Barriers to E-Commerce: Wine, Internet merchants often
provide consumers with lower prices, more choices, and better quality products and services.
The extra burden that the bill would place on Internet sellers may, therefore, hamper a
particularly competitive segment of merchants in those industries covered by the bill, curtailing
the benefits of such competition to consumers.”'* We therefore urge the Indiana legislature to
carefully consider the financial and competitive consequences of the bill on legitimate
commerce, especially during this period of economic instability, when economic growth and job
creation are critical national priorities."’

13

"* Michigan’s law has a safe harbor from liability for violating messages sent accidentally. See,
www.legislature.mi.gov/documents/2003-2004/publicact/htm/2004-PA-0242 .htm (Sec. 6a(3).) Similarly, itisa
defense to a Utah action that the person reasonably relied on the registry and took reasonable measures to comply.
Utah Code § 13-39-304.

'3 See, FTC STAFF, POSSIBLE ANTICOMPETITIVE BARRIERS TO E-COMMERCE: WINE 1 (July 2003), available at
www.ftc.gov/0s/2003/07/winereport2.pdf. /d. at 1, 3, 14-26. For example, “[t]he staff . . . concludes that online
wine sales give consumers the opportunity to save money and to choose from a much greater variety of wines.” /d.
at 14. See also FTC STAFF, POSSIBLE ANTICOMPETITIVE BARRIERS TO E-COMMERCE: CONTACT LENSES (Mar.
2004), available ar www_fic.gov/0s/2004/03/040329clreportfinal.pdf.

" For example, it is likely that some consumers would no longer receive information that they value and, in some
cases, that they have specifically requested, such as a monthly email newsletter advertising current prices for
covered goods or services. See, Letter to Hawaii, supra note 4, at 16.

"* It is worth noting that, if the law is enacted, Indiana will be the third state with a child protection registry. Other
states are likely to follow, which will further raise the risks and potential liability.
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Of course, the irony associated with the imposition of these costs on legitimate businesses
around the country is that illegitimate marketers will undoubtedly ignore the law (and, as noted
above, may, in fact, misuse the registry), while legitimate marketers — who will have no choice
but to bear the costs — are generally unlikely to use email to target minors for products that they
are prohibited from purchasing.'® Moreover, based on the extreme dearth of enforcement
activity in both Michigan and Utah, it appears that even illegitimate marketers have not been
engaged in activity that would warrant enforcement. This should give Indiana legislators pause
as to whether the bill is necessary, especially when weighed against its very real risks.

sts EuvéBeenlCmtly Wimn

While the bill may appear to present the opportunity for the state to generate significant
revenues, several factors suggest that these hopes are a mirage. First, because senders of spam
are notoriously difficult to identify and locate, enforcement officials will have a very hard time
prosecuting those who misuse or fail to comply with the registry.'” Second, the law will almost
certainly be challenged on dormant Commerce Clause and CAN-SPAM preemption grounds (as
discussed below), and the state will have to defend those lawsuits. Finally, as far as the ESPC is

' The FTC made this point in its letter to Hawaiian legislators. See, Letter to Hawaii, supra note 4, at 15. The FTC
cited the following adult beverage industry self-regulatory codes of conduct as examples: BEER INSTITUTE,
ADVERTISING AND MARKETING CODE | (2011), available at
www.beerinstitute.org/Beerlnstitute/files/ccLibraryFiles/Filename/000000001130/B1%20Ad%20Code%20 Text%20
-%020FINAL%202011.pdf (stating that brewers should not market to underage persons and that the guidelines apply
to all marketing materials, including marketing emails); DISTILLED SPIRITS COUNCIL OF THE UNITED STATES, CODE
OF RESPONSIBLE PRACTICES FOR BEVERAGE ALCOHOL ADVERTISING AND MARKETING (2009), available at
www.discus.org/pdf/61332_DISCUS.pdf (stating that alcoholic beverages should not be marketed to underage
persons and that the code applies to all marketing media, including online communications); and FREE THE GRAPES!,
WINE INDUSTRY CODE FOR DIRECT SHIPPING (2006), available at
www.wineinstitute.org/files/CODEFORDIRECTSHIPPING.pdf (stating that wineries may direct ship wine only to
adults, must verify age before completing a transaction, and must label shipments with a notice that a signature of a
person 21 or older is required for delivery). See also FTC, CIGARETTE REPORT FOR 2006 at 6 (2009), available at
www.fte.gov/0s/2009/08/0908 1 2cigarettereport.pdf (noting that, in 2006, besides on their company websites,
cigarette companies reported no expenditures on any other Internet advertising, including email).

'7 As the FTC explains in its Do Not Email Report, spammers’ ability to hide their identities by using false headers,
open relays, open proxies, zombie drones, and foreign servers makes tracing an email’s path an often fruitless task.
Do Not Email Report, supra note 2, at 23-26. ISPs also have a great deal of experience with spam, and they have
been similarly stymied by spammers’ use of camouflage tactics. /d
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aware, there have been no successful enforcement actions brought under the Utah and Michigan
registry laws. In fact, the ESPC is aware of a total of only six enforcement actions arrempted
since the enactment of either law. This is likely due to the combination of a dearth of good
enforcement opportunities and the substantial obstacles to enforcement of those cases.
Constitutional and technical limitations make these laws virtually unenforceable in any practical
way. Without enforcement, and without revenue generation for the state, the only benefits of
these laws accrue to a single private company (administering the registry), at the expense of
hundreds or thousands of legitimate advertisers and email service providers.

The Utah law provides a cautionary example. According to The Salt Lake Tribune, the law has
been a “financial failure.”'® Jt was projected to bring three to six million dollars in revenue to
the state, but gross revenues through March 2007 (when the registry was nearly two years old)
were only $187,224. Eighty percent of that went to Unspam, the registry operator. Utah netted
Just §37,443, not nearly enough to even cover the costs estimated in the original legislation."
Utah'’s costs further included up to $200,000 for an outside attorney to defend the law against a
lengthy and expensive lawsuit.*® The suit was never tried on its merits and was dismissed upon a
joint agreement by the parties in the context of limited enforcement.

There is little doubt that, should Indiana pass and attempt to enforce a child protection registry
law, the result will be a lengthy and expensive court battle, rather than more protection for
children. Specifically, the law will very likely be challenged as violating the Constitution’s
dormant Commerce Clause, which reserves “an area of trade free from interference by the
States™ and forbids state regulations that “erect barriers against interstate trade.”' Because
marketers (such as email marketers, as discussed above) do not always know the location of the
recipients of their marketing collateral, they cannot simply avoid sending prohibited email into
the state of Indiana. Instead, the state’s imposition of a scrubbing requirement effectively
becomes a national requirement, arguably in violation of the dormant Commerce Clause.

'® L. Fantin, Taxpayers Picking Up the Tab for Company’s Legal Troubles, THE SALT LAKE TRIBUNE (April 29,
2007).

% Those estimated costs included $58,000-a-year in prosecutorial fees and $75,000-a-year for a full-time
[%epartment of Commerce investigator. /d.

* Id.

2 American Trucking Ass'nv. Michigan Pub. Serv. Comm'n, 125 S. Ct. 2419, 2422 (2005).
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The law will also surely be challenged under the Constitution’s Supremacy Clause, as being
preempted by the CAN-SPAM Act.”? The Act preempts state spam laws, except to the extent
that they prohibit falsity or deception in any portion of a commercial email message or
information attached to it.”

The Free Speech Coalition, a trade association of publishers and marketers of adult content,
sought a preliminary injunction to enjoin Utah from enforcing its child protection registry law,
on these and other Constitutional grounds.” Although the court denied its motion, it is crucial to
note that the standard for granting a preliminary injunction is very high because it is such an
extraordinary remedy.”® Accordingly. the denial in that matter is unlikely to deter a challenge to
the Indiana law’s constitutionality and is certainly not dispositive with respect to the outcome of
any such challenge.

Finally, yet critically, we believe that more meaningful technological solutions exist to keep
inappropriate spam from ever reaching a child’s inbox. The best way to control spam is to
educate families on the technology that already exists to divert or block it.

Internet Service Providers that consumers use for receiving email offer email and website
filtering software that can be individually tailored for a particular family’s needs. Families are
unique, and their filtering solutions will also be unique. Parents could choose to block specific
types of spam and/or web pages, such as all spam that contains pornography or any website that
promotes violence or contains other types of inappropriate content.

215 U.8.C. § 7701 et seq.

 In full, the relevant section states: “This Act supersedes any statute, regulation, or rule of a State or political
subdivision of a State that expressly regulates the use of electronic mail to send commercial messages, except to the
extent that any such statute, regulation, or rule prohibits falsity or deception in any portion of a commercial
electronic mail message or information attached thereto.” 15 U.S.C. § 7707(b).

** Free Speech Coalition, Inc. v. Shurtleff, 2007 WL 922247 (D. Utah 2007).

** In order to obtain preliminary injunctive relief, the moving party must establish: (1) a substantial likelihood that
the movant will eventually prevail on the merits; (2) a showing that the movant will suffer irreparable injury unless
the injunction issues; (3) proof that the threatened injury to the movant outweighs whatever damage the proposed
injunction may cause the opposing party; and (4) a showing that the injunction, if issued, would not be adverse to
the public interest. /d.
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We believe that if families use the latest anti-spam and browsing technologies, they should have
few problems protecting their children online. Moreover, this approach would avoid the security
risks to their children associated with a state-run registry.

Conclusion

The promise of do-not-contact registries has presented an enticing solution to the problem of
inappropriate materials directed to children. Such solutions have been fully and exhaustively
reviewed. Most notably, the FTC spent many months interviewing numerous constituencies in
the email world, and hired independent email experts, prior to issuing a comprehensive report to
Congress on the viability of registry-type solutions. Its findings were conclusive: registries
would not stop spam and would very likely create greater risks for registered individuals. Those
predictions have since proved prescient in the two states that have enacted child registry laws.
Moreover, existing technological solutions allow families to accomplish the bill’s intended
purpose of keeping inappropriate spam from their children, without having to make their
children’s information vulnerable to misuse. For these reasons, we strongly urge your offices to
carefully reconsider HB 1418. We stand prepared to assist in this process.

Sincerely,

D. Reed Freeman, Jr.
Outside Counsel
The Email Sender & Provider Coalition

Morrison & Foerster, LLP

2000 Pennsylvania Ave., N.W., Suite 600
Washington, DC 20006

(202) 887-6948

rfreeman@mofo.com

cc: Rep. P. Eric Turner

Rep. Peggy Welch
The Hon. Greg Zoeller, Attorney General of Indiana
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